
AJLAL UDDIN

SIDDIQUI

DEPUTY MANAGER- IT

CONTACTS JOB EXPERIENCE

Deputy Manager- IT | 04/2021 - Present

UBL Insurers PVT LTD

Manage information technology team members and all other IT

personnel.

Overall management and smooth functioning of IT infrastructure

and network.

Oversee information security audits, whether performed by

organization or third-party personnel.

Implementation of web application firewall on different servers.

Assess current technology architecture for vulnerabilities,

weaknesses and for possible upgrades or improvement.

Serve as a focal point of contact for the information security

team and the customer or organization.

Manage and configure physical security, disaster recovery and

data backup systems.

Communicate information security goals and new programs

effectively with other department managers within the

organization.

Work directly with the business units to facilitate IT risk

assessment and risk management processes, and work with

stakeholders throughout the enterprise on identifying

acceptable levels of residual risk.

Provide strategic risk guidance for IT projects, including the

evaluation and recommendation of technical controls.

Ensure that security programs comply with relevant laws,

regulations and policies to minimize or eliminate risk and audit

findings.

Oversee the vulnerabilities get them fixed with the collaboration

of developers, monitor all operations and infrastructure.

House No A-174 Sector 11-B North
Karachi, Karachi, Pakistan

+923162330591

ajlals@yahoo.com

CAREER OBJECTIVE

To secure a challenging position in the field of

network and security utilizing my extensive

experience in the industry and technical expertise.

Seeking an opportunity to leverage my skills in

network administration, security operations, and

incident response to contribute to the growth and

success of an organization.



JOB EXPERIENCE

Senior Network Engineer | 09/2019 - 03/2021

GCS PVT LTD (Conexion)

RELEVANT SKILLS

LANGUAGES

System Support Engineer|10/2016 -10/2019

ARY Digital Networks

System Administration 

Linux, Windows, and MacOS.

Hyper V, VMware and Virtual Box.

AWS and Microsoft Azure.

Network Administration, Routers, Switches and Firewalls.

Networks Security, Kali Linux and Parrot OS.

Sqlmap, Nmap, Metasploit, Wireshark, Hydra, Splunk, Burp Suite

and VAPT.

Dockers, GIT, CI/CD Pipelines, Agile Methodologies and Project

Management.

Technical Writing and Documentation.

EDUCATION

Masters of Science in Computer Science

Masters in Computer Science

Bachelors in Computer Science

CERTIFICATIONS

Certified Ethical Hacker (CEH)

CCNA Certified

English

Full Professional Proficiency

Urdu

Native or Bilingual Proficiency

Mohammad Ali Jinnah University

University of Karachi (UBIT)

Virtual University of Pakistan

EC-Council

CISCO

ACHEIVEMENTS

Implemented a comprehensive security program that

significantly reduces the number of vulnerabilities identified

through pen testing, and ensures the ongoing protection of

sensitive data.

Designed and implemented a website security program that

protects against common threats such as SQL injection, cross-

site scripting, and cross-site request forgery.

Developed a Business Requirements Document (BRD) that

outlines the requirements for a new ERP system for the

insurance industry, ensuring that all stakeholders are aligned on

the goals and outcomes of the project.

Certified in Cybersecurity (CC)

 (ISC)²


