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        Contact Information.  
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          Muhammad Mustafa 
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            Mobile       0312  -  222 4971   
            Email ID  iali254@gmail.com   
        

        LinkedIn Profile 
        https://www.linkedin.com/in/iali254 
 

SUMMARY 
More than 18 years of extensive experience in implementation and solution designing of Microsoft Technologies, Storage Design, Backup Design, 
Open Technologies and Network Infrastructure. It enabled me in analyzing complex business needs, conceptualize, design and implement highly 
available, cutting edge solution based on the latest technologies. 
Seeking a position of System Administrator / Network Administrator related senior position, where I may use my experience, IT Knowledge & 
expertise in computer Network based on windows, Linux and other environments, to be a vital member of progressive and dynamic career oriented 
organization, where growth is an ongoing process and teamwork flourishes so that I can utilize full of my expertise to solve the given problem on 
time effectively. 
 

        
        PROFESSIONAL EXPERIENCE 
 
INDUS PENCIL INDUSTRIES (PVT) LTD. 
NETWORK ADMINISTRATOR.  
Nov 22nd 2010 – Present 
 

 Responsible for troubleshooting & preservation of all 
Servers, Administration / Manage LAN / WAN 
environments including Microsoft and Linux platforms 
(Domain Security, Security Management, User Account 
Management, email, Servers and Users Backup,  
Disaster Recovery, Implements and support the network 
& computing infrastructure. 

 Conduct all connectivity problem within the  
Organization LAN / WAN environments. 

 Manage Helpdesk staff, responsible to all IT relate task & 
train with new technology. 

 
Major accomplishments: 
Indus Pencil Industries (Pvt) Ltd.  

 Active Directory Domain 

 email system  

 Backup and Disaster Recovery 

 Automated six day’s backup  

 SQL base software (Administration Level) 
 
Network Design   

 Implementation of Network Infrastructure  

 Implement  VLAN, Inter VLAN Routing (Layer 2 (2960)  and 
Layer 3 Switches 3750) 

 Connect Office and Factory through VPN – GRE-Tunnel with 
IPSec. (Router 2911) 
 

ALPHA INSURANCE COMPANY LTD. 
NETWORK ADMINISTRATOR / ASSISTANT IT 
MANAGER 

 June 2008 to November 2010 

  
 Responsible for troubleshooting & preservation of all 

Servers, Administration / Manage heterogeneous 
environments including Microsoft & Linux platforms 

 Conduct all connectivity problems within the 
organization LAN / WAN environments 

 Manage Helpdesk Staff 

           SKILLS 
 

 Networking Design Skills 

 Networking Skills. 

 Basic Knowledge of Operating System. 

 Problem solving and Troubleshooting Skills. 

 Basic Cloud Computing Skills. 

 Automation and Scripting Skills. 
 Helpdesk Management Skills. 

 Vendor Management Skills. 
 

                   NETWORK SKILLS 
 

 Managing & maintaining Backup of Cisco Routers and Switches. 

 Configure and troubleshooting RIP1, RIP2, OSPF, EIGRP, BGP  

 Switching (VLAN's, Inter VLAN, Encapsulation,  STP, PVST, RSTP)  
BPDU Guard and Root Guard, Static Routing, Dynamic Routing 

 Switch port security – Mac base and sticky  

 Troubleshooting, configuring and monitoring catalyst Switch's 
2950, 3550 

 CISCO Routers  2600, 3600 Series 

 CISCO Switches 2950, 2960, 3350 

 

        COMPUTER QUALIFICATION  
        (TRAINING) 
 Certified Ethical Hacker (CEH v11) 

Moon International Pak Limited  

 Microsoft Azure Administrator (Azure AZ-104) 
Moon International Pak Limited (Apr-2021 to May-2021) 

 Microsoft Certified IT Professional (MCITP 2008) from CTTC 
(Pvt) Ltd. 

 CCNA from Cisco Networking Academy (Moon International) 

 MS-Exchange Server 2007 from CTTC (Pvt) Ltd. 

 RHCE 253 Network Services & Security Administration 
         from OpenTech (1st  Mar 06 to 31st   Mar 06) 

 RHCE 133 Linux System Administration from OpenTech  (21st  
Mar 05 to 18th Apr 05) 

 Linux Administration Course from Info Channel (Reg) SBTE 
(Mar-2004) 

 Intranet Course 
from Addwise Netowrk Learning Centre (Nov-2000) 

 Microsoft Certified System Engineer (MCSE) 
         from Soft net Institute Karachi (Jan-2000 to Apr-2000) 

 Two Years Diploma in Computer Science (DCS) 
          from Academy of Business Computer. (Mar-1996) 

https://www.linkedin.com/in/iali254
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DOLLAR INDUSTRIES (PVT)LTD.  
SENIOR HELPDESK OFFICER  
 February 2004 to May 2008  

 Responsible for troubleshooting & preservation of all 
PC’s (almost 150 Pcs) Servers that includes all Software, 
hardware & Administration manage heterogeneous 
environments including Microsoft and Linux platforms. 

 Conduct all connectivity problems within the 
organization LAN / WAN environments. 

 Manage Helpdesk Staff. 
 

Major accomplishments: 
Dollar Industries (Pvt) Ltd.  

 Successfully convert email form Windows OS to Linux, 
Xandros OS, also convert Linux, Xandros OS to Windows 
OS worked on Maildir, SBD, Outlook) mail format. 

 Design & successfully implement “Six Days Automated 
Backup and Automated Testing with auto email system) 
with Linux OS. 

 Successfully implement Xandros OS (Desktop client)  

 Design & successfully implement “PBX” (Telephone Log 
System) including Incoming, outgoing & Mobile phone 
Log. 

 
HOLY FAMILY HOSPITAL.  
NETWORK ADMINISTRATOR 

 April 2001 to April 2003  

 Responsible for troubleshooting & preservation of all 
Servers, Administration 

 Conduct all connectivity problems within the 
organization LAN / WAN environments. 
 

DOLLAR INDUSTRIES (PVT)LTD. 
ASSISTANT NETWORK ADMINISTRATOR 

September 1998 to March 2001  
 

 Responsible for troubleshooting & preservation of     
all Client Site Administration  

 Assist Network Administrator to LAN / server problem & 

manage Helpdesk Staff. 
 

MURSHID HOSPITAL & HEALTH CARE CENTRE. 
SENIOR COMPUTER OPERTOR  
November 1996 to August 1998  

 

 Operate Patient & Advance Payment Software 
 

  CERTIFICATION 

 

CISCO Certified Network Associate (CCNA) 
200-301 Exam (CCNA) December 2022 
 

Microsoft Certified Technology Specialist (MCTS) 
70-642 Exam (Windows Server 2008) 
Network Infrastructure, Configuration. 
 

Microsoft Certified System Engineer (MCSE 2003) 
70-270 Exam (Installing, Configuring, & Administering Microsoft 
Windows XP Professional)  
 

Microsoft Certified System Engineer (MCSE)  

                      EDUCATION 
 

MASTER OF COMPUTER SCIENCE (Continue.)                                                            

(Network & Telecommunication) 
From PAF KIET (Karachi Institute of Economics & Technology) 
 

BACHELOR OF ARTS (B.A) 
From Karachi University Passing Year 2003 
 

INTERCOMMERCE  
From Karachi Board Passing Year 1995 
 

MATRIC SCIENCE  
From Karachi Board Passing Year 1992 

 
        CYBER SECURITY SKILLS 

 Cyber Security (CEH v11) 

 Basic Fundamental Computer Forensics Skills. 

 Basic Penetration Testing Skills. 

 Basic System Vulnerability Assessment & Management Skills. 

 An Understanding of Hacking Skills. 

 Technical Aptitude. 

 End Point Security (McAfee, Kaspersky end point security) 

 Knowledge of Kali Linux. 

 Leadership skills. 

 Good Communication Skills. 

 

             PROFESSIONAL CAPABILITIES 
 
 Capable of designing projects, implementation and reservation 

of network as per requirement. 

 Microsoft Windows Servers  
 Microsoft Client Operating System 

 Microsoft Office Products 
Open Source Servers and Desktop. 

 Red Hat Linux, SUSE, Fedora 

 Squid Server, Open Exchange Server with LDAP (Slox) 

 Xandros Desktop Business edition. 
 

Scripting Knowledge 

 Dos and Linux Bash Scripting  

 Managing mailing Server MS-Exchange, MDemon. 

 Managing Microsoft ISA and Proxy  Server 
 Convert emails clients. 

 Expertise in Data Backup and Disaster Recovery. 

 Troubleshooting and diagnosing hardware problems. 

 Installation SQL Server / Database Server  

 Administration of SQL Database Server. 
 

TRYHACKME (AWARDED A BADGE)  
1. Cat linux.txt (Being Competent in Linux) 
2. Blue (Hacking into Windows via EternalBlue) 
3. Metasploitable (Contains the knowledge to use Metasploit) 
4. Webbed (Understands how the world web works) 

 
 
 

 

            . PERSONAL INFORMATION 
 

       Father Name               Munir Haider 
       Religion                        Islam 
       Nationality                  Pakistani 
       Date of Birth               February 03, 1976 
       CNIC                             42401 – 1855141 - 9  
       Covid-19                      QF221658713 

  


